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RIVERHEAD
Charter School

Riverhead Charter School

NYSED §2-D DATA PRIVACY & SECURITY
Effective Date: May 28, 2026.

This Policy establishes the official standards governing the protection, confidentiality, integrity, and security
of student, employee, and principal data at Riverhead Charter School, in accordance with applicable federal
and New York State laws and regulations, including New York Education Law §2-d, FERPA, COPPA, PPRA
and the New York SHIELD Act.
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1. DATA PRIVACY AND SECURITY POLICY

Riverhead Charter School is committed to protecting the privacy, confidentiality, integrity, and security of all
student, employee, and principal data.

The School recognizes that data may be subject to risks including, but not limited to, identity theft,
cybersecurity threats, unauthorized access, and improper disclosure of Personally Identifiable Information
(PII).

This Policy is designed to comply with applicable federal and New York State laws and regulations, including
New York Education Law §2-d, FERPA, COPPA, PPRA, and the New York SHIELD Act.

Personally Identifiable Information (PII) shall not be sold, rented, released, or used for commercial, marketing,
or any unrelated non-educational purposes, and shall only be used for legitimate educational or operational
purposes authorized by the School.

All staff, contractors, and vendors are required to comply with this Policy. Violations may result in disciplinary
action, up to and including termination of employment or contract, and may also result in legal consequences
where applicable.
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2. DEFINITIONS

Personally Identifiable Information (PII): Any information that can be used to identify a student, employee,
or principal, either directly or indirectly, as defined under applicable federal and New York State law. This
includes both direct identifiers (such as name or student ID number) and indirect identifiers (such as date of
birth or other data elements that, when combined, can identify an individual).

Data Breach: Unauthorized access, acquisition, release, or disclosure of protected or confidential data.

Data Privacy: Proper collection, use, storage, and sharing of sensitive information in compliance with
applicable laws and policies.

Data Security: Administrative, technical, and physical safeguards used to protect data.

Third-Party Vendor: Any external entity that processes or has access to School data.

Least Privilege: Access is granted only to the minimum level necessary to perform assigned duties.

3. DATA PRIVACY PRACTICES

The School collects, uses, and retains only the minimum amount of data necessary for legitimate educational
or legal purposes.

PII shall not be used for commercial or non-educational purposes.

All staff must use School-approved systems and applications when handling data.

Personal email or unauthorized cloud storage is strictly prohibited.

Compliance with these requirements is mandatory and subject to monitoring and enforcement by the School.

3.2 CONFIDENTIALITY OF COMPUTERIZED INFORMATION

The School’s computer network is a private system managed in coordination with a third-party network
monitoring and cybersecurity provider responsible for securing, protecting, and backing up IT data.

Access to systems and applications is governed by role-based access controls established by School leadership
based on job responsibilities.

Internet access is filtered to restrict inappropriate or non-educational content.

Guest Wi-Fi access, when provided, is segregated from internal School systems and does not provide access
to sensitive or internal network resources and is subject to appropriate security controls.

All users must comply with this Policy. Unauthorized use may result in disciplinary action.

The Superintendent shall establish procedures governing the secure use of the School’s network.
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4. DATA SECURITY CONTROLS (NIST ALIGNED)

The School implements safeguards consistent with the NIST Cybersecurity Framework, including:

Encryption of data at rest and in transit
Multi-factor authentication (MFA)
Firewalls and intrusion detection systems
Role-based access control (RBAC)
Continuous monitoring and logging
Secure configuration standards

S. THIRD-PARTY VENDORS

All third-party vendors with access to Personally Identifiable Information (PII), in accordance with New
York Education Law §2-d and 8 NYCRR Part 121, shall enter into a Data Privacy Agreement (DPA) prior to
receiving access to such data.

Vendors shall, at a minimum:

Use data only for authorized educational purposes
Encrypt sensitive data in transit and at rest
Restrict access to authorized personnel

Prohibit sale or unauthorized disclosure of data
Notify the School of any data breach

Return or destroy data upon contract termination

6. DATA BREACH RESPONSE

All suspected or confirmed incidents shall be reported immediately to the Data Protection Officer (DPO).
The School will:

Contain and investigate the incident

Assess risk and impact

Notify NYSED within required timelines as required by applicable law and regulation
Notify affected individuals when required

Implement corrective actions
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7. EMPLOYEE DATA PROTECTION

Employee data is protected under applicable law, including NY Labor Law §203-d.
Access is restricted to authorized personnel only.

8. TRAINING AND COMPLIANCE

All staff must complete annual training covering:

Data privacy laws and regulations
Proper handling of PII

Incident reporting procedures
Industry best practices and safeguards

9. PARENTS’ BILL OF RIGHTS

Parents and eligible students have rights under NY Education Law §2-d and federal law.
PII will not be sold or used for commercial purposes.

10. ACCEPTABLE USE POLICY

School systems are for educational and authorized use only.
Prohibited uses include:

Unauthorized access or sharing of credentials
Personal use of School systems

Use of unauthorized storage systems
Bypassing security controls

Student use of technology is for instructional purposes only and may be monitored.
Failure to comply may result in disciplinary action, including loss of access privileges.

11. GOVERNANCE

The Data Protection Officer is responsible for oversight, implementation, and enforcement of this Policy in
accordance with New York Education Law §2-d and applicable regulations.
This Policy shall be reviewed annually and updated as necessary.
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12. INTELLECTUAL PROPERTY

School instructional materials are protected under applicable intellectual property laws and are for internal
educational use only unless otherwise authorized.
Unauthorized use or distribution is prohibited.
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APPENDIX A — SIGNATURE PAGE
This Data Privacy and Security Compliance Binder has been formally reviewed, approved, and adopted by
Riverhead Charter School leadership in accordance with NY Education Law §2-d and applicable federal and
state regulations.
By signing below, the undersigned acknowledge their approval and commitment to the implementation and
enforcement of all policies contained within this document.

g e

Superintendent: |

Name: Dr. Ravymon U
Date: _& ';QZr;cQOQ'c’,:-

; 3}
Board President; %' %(//_ﬁ
Name: David E g_g}_rardi—’ [
Date: d)‘.a: /é}ﬁ: 249 )
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Data Protection Officer (DPO): | L/ HY L7
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APPENDIX B — INCIDENT RESPONSE PLAN

Purpose

This Incident Response Plan establishes the procedures for identifying, managing, containing, and resolving
security incidents involving Personally Identifiable Information (PII) in accordance with NY Education Law
§2-d, FERPA, and applicable federal and state regulations.

Definition of Incident
An incident includes any actual or suspected:

Unauthorized access to data or systems

Loss or theft of devices containing PII

Malware or ransomware attacks

Accidental disclosure of confidential information
Vendor-related security breaches

® © @ o @

Incident Response Procedure
In the event of a security incident, the School will follow the steps below:

Identify the incident and determine initial scope
Contain the incident to prevent further data exposure
Investigate the cause and affected systems or data
Assess risk to determine severity and impact

Notify appropriate internal and external stakeholders
Recover systems and restore normal operations securely
Review the incident and implement corrective actions

S s o kg =



3685 Middle Country Road

‘i‘ Riverhead Charter School Board of Trustees

Calverton, NY 11933 David Edwards, Board President

Phone (631) 369-5800 Aimee LoMonaco, Vice President

Elementary Fax (631) 369-6687 Maria Cintron, Treasurer

RIVERHEAD Middle School Fax (631} 727-7191 Hntnabs Jeftvies, Secietary
Charter School Administration Bldg. Fax (631) 727-7193 £000Din NIl Frusteg

www.riverheadcharterschool.org

Superintendent Chief of Schools ES Principals MS Principal HS Principal Chief Finance Officer
Dr. Raymond Ankrum  Dr. Patrick McKinney Samantha Camillery Katherine Gang Shalyse Jones Nicola Graham

& Taylor Henninger

Notification Requirements
When required by applicable law, the School will:

Notify the NYSED Chief Privacy Officer within 10 calendar days
Notify affected individuals within 60 calendar days, if required
Notify law enforcement or regulatory agencies when appropriate
Document all communications and corrective actions taken

Roles and Responsibilities

e Data Protection Officer (DPO): Overall incident coordination and regulatory reporting
o Technology Department: Technical containment, investigation, and system recovery
e School Administration: Communication oversight and policy enforcement

Post-Incident Review
Following resolution of an incident, the School will conduct a formal review to:

Identify root cause

Evaluate response effectiveness

Update policies and procedures if necessary
Provide additional staff training if required
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APPENDIX C — DATA PRIVACY AGREEMENT (DPA)

This Data Privacy Agreement (“Agreement”) governs the access, use, and protection of Personally
Identifiable Information (PII) by any third-party vendor (“Vendor”) that provides services to Riverhead
Charter School (“School”) and receives access to School data.

This Agreement is intended to ensure compliance with all applicable federal and state laws and regulations
governing student data privacy and security.

1. Compliance with Law
The Vendor shall comply with all applicable federal and state laws and regulations, including but not limited
to:

New York Education Law §2-d and 8 NYCRR Part 121
Family Educational Rights and Privacy Act (FERPA)
Children’s Online Privacy Protection Act (COPPA)
New York SHIELD Act

2. Data Use Limitation

The Vendor shall use Personally Identifiable Information solely for the purpose of fulfilling its contractual
obligations to the School. Under no circumstances shall the Vendor use such data for commercial, marketing,
advertising, or any unrelated purpose.

3. Data Security Requirements
The Vendor shall implement and maintain appropriate administrative, technical, and physical safeguards to
protect the confidentiality, integrity, and security of PII. Such safeguards shall include, at a minimum:

e Encryption of data in transit and at rest
® Access restrictions limiting data use to authorized personnel only
e Security controls designed to prevent unauthorized access, disclosure, or alteration of data

4. Prohibition on Data Sale
The Vendor shall not sell, rent, lease, or otherwise disclose Personally Identifiable Information to any third
party for commercial or marketing purposes under any circumstances.

5. Breach Notification

The Vendor shall promptly notify the School of any suspected or confirmed data breach involving PII and
shall cooperate fully with the School in any investigation, mitigation, and reporting efforts required under
applicable law.
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6. Data Retention and Destruction
Upon termination or expiration of this Agreement, the Vendor shall securely return or permanently destroy
all Personally Identifiable Information in accordance with industry best practices and shall provide written
certification of such destruction upon request by the School.
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APPENDIX D — DATA FLOW OVERVIEW

This Appendix describes the general flow of Personally Identifiable Information (PII) within Riverhead
Charter School systems and the safeguards applied throughout its lifecycle, in accordance with NY
Education Law §2-d, FERPA, and applicable federal and state regulations.

1. Data Collection
PIl is collected only when necessary for legitimate educational, operational, or legal purposes. Collection is
limited to what is required to support student instruction, assessment, and school operations.

2. Data Storage
All collected data is stored in secure, School-approved systems that implement appropriate administrative,
technical, and physical safeguards, including encryption, access controls, and authentication mechanisms.

3. Data Access
Access to PII is strictly limited to authorized personnel based on job responsibilities and the Principle of
Least Privilege. Unauthorized access to data is strictly prohibited.

4. Data Sharing

PII may only be shared with approved third-party vendors under executed Data Privacy Agreements (DPAs)
that comply with NYSED §2-d. Data sharing is limited to legitimate educational purposes and authorized
uses only.

5. Data Security Controls
At all stages of the data lifecycle, the School implements safeguards including, but not limited to:

Encryption of data in transit and at rest
Multi-factor authentication (MFA)
Role-based access controls

Network security protections and monitoring

6. Data Retention and Destruction

PII is retained only for as long as necessary to fulfill educational and legal obligations. Upon expiration of
the retention period, data is securely deleted or destroyed in accordance with applicable records retention
policies and industry standards.
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APPENDIX E — DATA INVENTORY

This Appendix identifies the categories of Personally Identifiable Information (PII) maintained, processed, or
stored by Riverhead Charter School in accordance with NY Education Law §2-d and applicable federal and
state regulations.

The School maintains the following categories of data:

Student identification data

Attendance records

Academic assessment data

Special education records (including IEP-related information)
Student health records

Staff and employee records

This inventory is maintained for compliance, data governance, and security monitoring purposes and is
subject to periodic review and updates as required by law and School policy.



